Education in Network Security



show version

\IF T CAN TUST OVERCLOCK THE UNLIX
DIANGO, T CAN BASIC THE DDOS
ROOT. DAMN. NO DICE. BUT WA\T.,, \F T
DISESNCRYPT THEWR KILOBYTES WITH A
RRCKDOOOR HWANDIHAKE

Username Ryan s

« Research and Development Assistant at
DePaul University

« B.S Information Assurance & Security
Engineering from DePaul University

+ Parficipated in over 25 security challenges [l < s goeeeT \\ W\ 827 wow o 1
. WACKERMAN. T'M THE\\ HELP YOU TODAY?
over my collegiate career COUNTY PASSWORD ‘

\NSPECTOR.

Source: username Ryan password 7 0838435B040C 1603100E1C162F3F3031313A3016031E1609 2



show run | Inc netriders

Cisco Ne!wotkmg Academy” A ’ Rou“d 1

NetRiders , G | & Results

United States and Canada 2011

Posted November 1, 2011

Post-Secondary Competition

Cisco Networking Academy NetRiders
USA and Canada 2011 Post-Secondary Competition

What is the most commonly used exterior
routing protocole

« BGP

« OSPG
« EIGRP
« RIP



show run | b NationalCyberLeague

File Edit View Go Capture Analyze Statistics Telephonx Tools Help
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Filter: v Expression.. Clear Apply
802.11 Channel: Channel Offset: FCS Filter: | All Frames Wireshark El Wireless Settings... Decryption Keys...
No. Time Source Destination Protocol New Column Dest
e O O r S e 1 2015-11-08 01:47:53.185382 c0:4a:00:80:76:e4 Broadcast IEEE 802.11 141
2 2015-11-08 01:47:53.295466 80:e6:50:0b:26:ba (RA) IEEE 802.11 10
3 2015-11-08 01:47:53.517672 ¢0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
4 2015-11-08 01:47:53.518697 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
5 2015-11-08 01:47:53.530471 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
C M M o 6 2015-11-08 01:47:53.530472 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
O'I'e Orles I nC|Ude 7 2015-11-08 01:47:53.536631 80:e6:50:0b:26:ba c0:4a:00:80:76:ed IEEE 802.11 125
° 8 2015-11-08 01:47:53.540711 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
9 2015-11-08 01:47:53.540712 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
. 10 2015-11-08 01:47:53.552487 ¢c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
Y I_Og O no |ySIS 11 2015-11-08 01:47:53.553511 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
12 2015-11-08 01:47:53.553512 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
13 2015-11-08 01:47:53.562728 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
° ° 14 2015-11-08 01:47:53.564776 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
QReverse Englneerlng 15 2015-11-08 01:47:53.575527 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd TEEE 802.11 135
16 2015-11-08 01:47:53.577063 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
17 2015-11-08 01:47:53.577065 b8:e8:56:47:44:38 (RA) IEEE 802.11 10
. . 18 2015-11-08 01:47:53.578598 ¢0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
) Exp | OITO 'I'lo n 19 2015-11-08 01:47:53. 578601 €0:4a:00:80:76:e4 (RA)  IEEE 802.11 10
20 2015-11-08 01:47:53.581670 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
21 2015-11-08 01:47:53.582697 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
° 22 2015-11-08 01:47:53.592421 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
) Fore ns I CS 23 2015-11-08 01:47:53.593449 €0:42:00:80:76:e4 (RA)  IEEE 802.11 10
24 2015-11-08 01:47:53.593449 80:e6:50:0b:26:ba (RA) IEEE 802.11 10
25 2015-11-08 01:47:53.603686 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
26 2015-11-08 01:47:53.605223 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
.OS | NT 27 2015-11-08 01:47:53.605225 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
28 2015-11-08 01:47:53.615433 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
29 2015-11-08 01:47:53.625702 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
° ° 30 2015-11-08 01:47:53.625705 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
® e wor rq IC nq YSIS 31 2015-11-08 01:47:53.636454 c0:4a:00:80:76:e4 00:bb:3a:44:d7:bd IEEE 802.11 135
32 2015-11-08 01:47:53.636457 c0:4a:00:80:76:e4 (RA) IEEE 802.11 10
33 2015-11-08 01:47:53.709645 88:f0:31:c3:ac:22 (88:1f:al:1d:d2:d0 (RA) IEEE 802.11 16
34 2015-11-08 01:47:53.710669 88:f0:31:c3:ac:22 (88:1f:al:1d:d2:d0 (RA) IEEE 802.11 16
35 2015-11-08 01:47:53.732727 80:e6:50:0b:26:ba ¢0:4a:00:80:76:e4 IEEE 802.11 98
36 2015-11-08 01:47:53.733751 80:e6:50:0b:26:ba ¢0:4a:00:80:76:e4 IEEE 802.11 26
37 2015-11-08 01:47:53.733738 80:e6:50:0b:26:ba (RA) IEEE 802.11 10
38 2015-11-08 01:47:53.766503 c0:4a:00:80:76:e4 Broadcast IEEE 802.11 628
39 2015-11-08 01:47:53.777741 88:f0:31:c3:ac:22 (88:1f:al:1d:d2:d0 (RA) IEEE 802.11 16
40 2015-11-08 01:47:53.777741 88:f0:31:c3:ac:22 (88:1f:al:1d:d2:d0 (RA) IEEE 802.11 16
41 2015-11-08 01:47:53.778763 88:f0:31:c3:ac:22 (88:1f:al:1d:d2:d0 (RA) IEEE 802.11 16

Source: http://www.nationalcyberleague.org/index.shtm



Custom Protocol

The hackers havq created their own custom protocol for private communication. Luckily,
police officers have managed to obtain the documentation describing the protocol. Use it to fill
out this report.

Overview

The communication between the client and server will contain three types of messages:
Initialization, Encrypt Request, and Encrypt Response. A connection is started with the client
sending an Initialization message, which contains the number of Encrypt Requests that the
client wishes to make. Then, the server will send the length of its response. Then, the client
sends their Encrypt Requests to the server. After all of the Encrypt Requests have been
received, the server will finish sending a single Encrypt Response which contains hashes of all
of the data that was sent by the client.

Initialization (Client -> Server)

1. N-A4-byte integer in network byte order that represents the number of Encrypt
Requests that will be sent.

Encrypt Request (Client -> Server)

1. Check - A fixed 2-byte integer in network byte order that verifies the integrity of the
message.

2. Len - A 4-byte integer in network byte order that represents the length of the datain
bytes.

3. Data - The data that will be encrypted.

Encrypt Response (Server -> Client)

1. Count - The length of the data, in bytes, that follows.
2. Hashes - The encrypted hashes requested by the client. Each hashisinthe formof a
fixed-length chunk. These hashes are in the same order that the requests were made.

e Network Traffic Analysis Report

Question

What is the IP address of the server?

What is the IP address of the client?

What port is the server listening on?

What is the magic 2-byte ID in decimal?

How many encrypt requests were made by the client?
What is the length of the first encrypt request?

What is the length of the second encrypt request

How large is an individual encrypt hash in bytes?

What was the encrypt response (in the form OxFFFF)
for the first request?
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er: ip.addr==101.020 &8 ip.addr==1010217 | v Expression... Clear Apply
1 Channel: Channel Offset: l:D FCS Filter: .H Wireless Settings... Decryption Keys...

Time Source Destination Protocol New Column Destination Port  Sequence number  Acknowledgement number  TCP length  Destination Port  Info
A e S ks S T e
5497 2015-10-27 16:44:55.841725 10.1.0.217 10.1.0.20 ICMP 100 Echo (ping) re
5498 2015-10-27 16:44:55.841804 10.1.0.20 10.1.0.217 ICMP 100 echo (ping) re
5515 2015-10-27 16:44:56.268572 10.1.0.227 ~  10.1.0.20 ¢ 76 0O 0 6012342455 > 60123
5516 2015-10-27 16:44:56.268652 10.1.0.20 ~  10.1.0.227 TP 76 0 1 0 4245560123 > 42455
5517 2015-10-27 16:44:56.268659 10.1.0.217 10.1.0.20 TCP 68 1 1 0 60123 42455 > 60123
5518 2015-10-27 16:44:56.268676 10.1.0.217 10.1.0.20 TCP 72 1 1 4 60123 42455 > 60123
5520 2015-10-27 16:44:56.268717 10.1.0.20 10.1.0.217 TCP 68 1 5 0 42455 60123 > 42455
5522 2015-10-27 16:44:56.268749 10.1.0.217 10.1.0.20 TCP 70 5 1 2 60123 42455 > 60123
5528 2015-10-27 16:44:56.268926 10.1.0.20 10.1.0.217 TCP 72 1 5 4 42455 60123 > 42455
5529 2015-10-27 16:44:56.268938 10.1.0.217 10.1.0.20 TCP 68 7 5 0 60123 42455 > 60123
5544 2015-10-27 16:44:56.308697 10.1.0.20 10.1.0.217 TCP 68 5 7 0 42455 60123 > 42455
5545 2015-10-27 16:44:56.308703 10.1.0.217 10.1.0.20 TCP 484 7 5 416 60123 42455 > 60123
5546 2015-10-27 16:44:56.308838 10.1.0.20 10.1.0.217 TCP 68 5 423 0 42455 60123 > 42455
5547 2015-10-27 16:44:56.308843 10.1.0.20 10.1.0.217 TCP 100 5 423 32 42455 60123 > 42455
5548 2015-10-27 16:44:56.308853 10.1.0.217 10.1.0.20 TCP 68 423 37 0 60123 42455 > 60123

‘rame 5518: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
inux cooked capture
nternet Protocol, Src: 10.1.0.217 (10.1.0.217), Dst: 10.1.0.20 (10.1.0.20)
ransmission Control Protocol, Src Port: 42455 (42455), Dst Port: 60123 (60123), Seq: 1, Ack: 1, Len: 4
Source port: 42455 (42455)
Destination port: 60123 (60123)
[Sstream index: 116]
Sequence number: 1 (relative sequence number)
[Next sequence number: 5 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)
Header Tlength: 32 bytes
1 Flags: 0x18 (PSH, ACK)
window size: 29312 (scaled)
1 Checksum: 0x1519 [validation disabled]
1 options: (12 bytes)
1 [SEQ/ACK analysis]
) [Timestamps]
)ata (4 bytes)
Data: 00000005
[Length: 4]
00 04 00 01 00 06 00 Oc 29 e2 ef 41 00 d9 08 00 ........ )..
45 00 00 38 03 68 40 00 40 06 22 6a 0a 01 00 d9 E..8.ha. @."

0a 01 00 14 a5 d7 ea db e0 5f cO a0 96 21 2c 41 ........ . !
80 18 00 €5 1519 00 00 01 01 08 0a 14 bd c3 f9 ........ .....u..

6e 4d 58 18 [NIUNINE nvix. I

[=l=j=jata)



show run | iInc CCDC

~ .

Collegiate Cyber Defense 2016
Competition MidWest

. Red versus Blue SR
« Strictly defensive

« Teams of 8 students

* Includes business injects

2008 R2 Debian 7.8

ethl /4
mgmt 172.20.242.150

1 ent0S$ 6.0 Fedora 2l
DNS AD/DNS 8.1 s E-comm Webmail
Exchange Sharepoint WebApps

Source: http://www.nationalccdc.org/



show int e0/3

interface FastEthernet0/7

description **% ADS Port *+%%
switchport access vlan 999

switchport trunk native wlan 999
switchport trunk allowed wlan none
switchport mode access

switchport nonegotiate

switchport port-security

switchport port-security aging time 10
switchport port-security aging type inactivity
switchport port-security mac-address sticky
ip access-group ip-device-list in
shutdowm

mls gos cos override

storm-control broadcast lewvel 0.00
storm-control multicast lewvel 0.00
storm-control unicast lewvel 0.00

no cdp enable

spanning-tree portfast

spanning-tree bpdufilter enable
--More-- I

m

1




show Iint fa0/3

scheduler allocate 20000 1000
event manager applet confi

event cli pattern "show* %run*lstar*lconf*)" sync yes

action 1.0 cli command "show running-config | exclude Asnmp-server
action 2.0 puts "$_cli_result”

action 3.0 set $_exit_status "0"
event manager applet flash

event cli pattern "show®* flash*" sync yes

action 1.0 cli command "show flash: | exclude .tcl”
action 2.0 puts "$_cli_result”

action 3.0 set $_exit_status "0"
event manager applet users

event cli pattern "show® users*"” sync yes

action 1.0 cli command "show users | exclude .vty"
action 2.0 puts "$_cli_result”

action 3.0 set $_exit_status "0"
event manager applet system

event timer cron name system cron-entry "¥/15 % % % %
action 1 cli command "enable”

action 2 cli command "tclsh flash:sem.tcl”

!
end



show int g0/3

« How do you defend
against an enemy
that has root access
to your firewalle¢?¢

"dadmi n@PA-\

Eroadcast message




delete fl

ash;:

Twitter: @r_haley

LinkedIn: linkedin.com/in/ryanhaley

DILBERT, I WANT
YOU TO INSTALL
THE NEW FIREWALL.

\

NOOOO!!!
WHY ME?
WHY ME?

THE FIREWALL GUY
GETS BLAMED FOR
EVERY PROBLEM.

THERE WILL BE NO REST

FOR ME. T WILL HAVE TO

DEFEND MYSELF AGAINST

A CONTINUOUS BARRAGE
OF ACCUSATIONS.

ITS ALWAYS THE
FIREWALL! EVERYONE
BLAMES THE STINKIN'

FIREWALL!

\{

©2013 SCOT Adams, INC. /Dt by Uvwenal Uckck

PEOPLE WILL SAY, |
"EVERYTHING WORKED

UNTIL YOU CHANGED
THE FIREWALL."

I SURRENDER TO
THE INEVITABLE!
VILLAGERS, GRAB
YOUR PITCHFORKS

AND TORCHES!

I BLAME
THE
FIREWALL.




